
FOUR WAYS TO PROTECT YOUR CUSTOMERS 
FROM CREDIT CARD SKIMMING



EXECUTIVE SUMMARY

Credit and debit card payments are becoming Americans’ 
preferred way to pay, but that doesn’t come without risks. The 
personal data affiliated with credit and debit cards – as opposed 
to the anonymity of cash – leaves cardholders vulnerable to 
different types of theft, one of those being skimming fraud. 
Skimming fraud occurs when cardholders’ information is illegally 
recorded when a card is used at a physical location. Ultimately, 
consumers expect companies to protect their personal data. 
Companies can uphold their reputation from credit card skimming 
fraud by investing in technology, secure mounting solutions and 
ethical employees. 

INTRODUCTION

Nearly 25 percent of participants in a 2015 Pew 
Research Center study stated that they do not use 
cash. This means the majority of Americans are  
susceptible to the growing threat of skimming. 
According to ACI Worldwide, 46 percent of Americans 
have had their card information compromised in the 
past five years. This poses a significant challenge to 
retailers on how to protect and build trust with their 
customers. 

WHAT IS SKIMMING?

Credit card skimming is a type of fraud where a 
person’s account information is recorded illegally 
when a credit or debit card is either swiped through 
the card reader or inserted into the EMV chip reader. 
Skimming devices, or “skimmers,” can be replica 
designs placed on top of the point of sale (POS) 
device, making it difficult to identify. More 
sophisticated skimmers are placed inside the 
terminal itself. 

Skimmers can be used in tangent with malware or 
even with tiny cameras, allowing thieves to capture 
personal identification numbers (PINs) from 
consumers as PINs are entered. The thieves then 
have the personal data they need to create fake 
cards, make purchases and withdraw cash from the 

WHERE IS MOST AT RISK OF CREDIT 
CARD SKIMMING?

Self-checkouts, standalone ATM machines and gas 
pumps are most susceptible to skimming fraud as 
they aren't as closely monitored. According to the 
Wall Street Journal, ATM machine data is being 
stolen at an alarming rate – the highest in 20 
years. Restaurants, bars and department stores 
are all vulnerable to skimming fraud.

What is most alarming to consumers about 
skimming fraud is that it occurs without the card 
ever leaving their sights. 

Unless consumers are keenly observant, 
skimming devices can be difficult to detect as they 
are made to mimic the design of the payment 
terminal. This puts the burden of responsibility on 
retailers to know what to look for and cascade 
that information to every employee.

46%
of Americans have had 
their card information 
compromised in the 
past five years

Skimming devices found at Midwest 
retail stores in December 2017



HOW TO PROTECT THE INTEGRITY OF YOUR BUSINESS

Even when stolen funds can be reimbursed to the consumer, skimming fraud is most 
devastating for companies. A company’s reputation can remain tarnished long after 
the data breach occurred – not to mention the financial loss. Also, a fraud scandal can 
have a lasting effect on employees, and ultimately, the bottom line. A 2012 Ponemon 
Institute study found a 50 percent loss in employee productivity following a data 
breach incident.  

As skimming devices become smaller, more prevalent and harder to detect, 
protecting your investment and your customer's data is more important than ever.

Taking a proactive approach to securing your POS devices is your number one 
defense to credit card skimming. ENS payment terminal stands feature data-port 
blocking and locking anti-skimming plates, prohibiting accessibility to skimmers. In 
addition to features guarding the payment terminal itself, ENS stands offer the 
ability to lock the terminal to the stand and securely mount the stand to the 
counter, discouraging theft of the payment device. 

Protecting and securing your payment terminals gives you – and your customers – peace of mind in the changing 
landscape of white collar crime. Follow these additional steps to deter thieves from targeting your business:

ABOUT ENS
ENS is the world leader in combining payments and mobile devices for 
complete mobility and mPOS solutions. We design and manufacture mounting 
and enclosure solutions with integrated charging and communication 
capabilities for tablets, monitors, keyboards, scanners, printers and payment 
devices. ENS was founded in 2000 with a focus on superb product quality, 
impeccable customer service and sound OEM partner relationships. With more 
than 100 years of combined engineering expertise, ENS provides custom 
technology mounting solutions to meet customers’ exact business needs. ENS 
products mount, protect, secure and store technology.

Be attentive. While customers won't always know what to look for, employees who come in contact 
with your point of sale technology on a daily basis should. Check the card reader and PIN pad often for 
anything that looks out of the ordinary. Keep an eye out for components that are loose, out of place or 
damaged, and any residue on the device that could be glue, tape or other types of adhesive.1
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Location, location, location. Where payment terminals are placed and how they are secured could be 
the difference between skimming occurring or not. High traffic or open areas without supervision are 
most susceptible. Whether you are upgrading technology or determining how to better secure your 
current terminals, take into consideration how visible they are and how they are currently fastened 

Upgrade your technology. Using outdated POS devices could cause some customers to be wary of 
your company's dedication to security, especially considering consumers' heightened awareness of 
credit card fraud and data breaches. If new technology isn’t in the budget, ENS has designed stands for 
all major payment terminal models, giving you the protection you need for your existing technology. 
Also, ENS payment terminal stands  can be designed with locking anti-skimming plates, which prevent 
skimming devices from being placed on payment terminals.  
Create an environment of business ambassadors. Qualified, dependable employees are the 
foundation of a profitable company, and employee engagement is essential. It helps ensure that 
employees wouldn’t take part in an insider-skimming crime because they see themselves as 
ambassadors of the business. Furthermore, provide employees with communication channels where 
they are able to report suspicious activity in a timely manner. 

ENS Anti-skimming and 
data port blocking stands help 
protect your customers’ data
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